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SECURING THE MODERN GRID
THE WAY FORWARD
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BIRDS, FISH, WILDEBEEST AND THE MODERN GRID
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HYPEREMBEDDEDNESS
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HYPERCONNECTIVTY

— - W

EVERYTHING WILL BE CONNECTED 10 EVERYTHING
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HYPERTEMPORALITY

TOI\/IORROW S BLEEDING EDGE ADJACENT TO THE RUSTING LEGACY
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HYPERTELECYBERKINETICSPATIALITY

THE LOGICAL DISTANCE BETWEEN THE “CLICKY” AND THE “WHIRLY”
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INTELLIGENT ADVERSARIES EXIST

TH Hk@ﬁ THREE THINGS YOU DON'T: PEOPLE, MONEY AND TIME
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CONTESTED TERRITORY

AIR GAPS, PREVENTION ATTRIBUTION, UNICORNS AND OTHER IVIYTHS
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HACKERS ARE FASTER THAN LAWS
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YOU CAN PRESCRIBE ACTION, BUT YOU CAN’T PRESCRIBE ATTITUDE
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KEEP IT SIMPLE...

RELIABILITY THROUGH COMPLEXITY IS A TRAP, JUST ASK OCKHAM
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SKILL MATTERS, BUT...

EVEN THE BEST EXPERTS (O7A)\ STILL GET IT DANGEROUSLY WRONG
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ENGINEERING VS. SECURITY

RESILIENCE = BALANCED PREVENTION DETECTION AND RESPONSE
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THE WAY FORWARD

RESILIENT DESIGN FOR THE NEW ECOSYSTEM
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CREDITS

Slide 1 - http://www.flickr.com/photos/tschiae/8417927326/

Slide 2 - http://www.flickr.com/photos/mycoffeemug/5329285889/

Slide 3 - http://www.flickr.com/photos/brown_family album/4607229964/
Slide 4 - http://farm1.staticflickr.com/165/422247555 a65089d729 o.jpg
Slide 5 - http://www.environmentalgraffiti.com/news-abandoned-power-stations?image=20
Slide 6 - http://www.flickr.com/photos/laurenmanning/5177323991/

Slide 7 - http://www.flickr.com/photos/tigergirl/2145639230/

Slide 8 - http://www.flickr.com/photos/coaxial/1993969503/

Slide 9 - http://www.flickr.com/photos/savethejellyrabbit/5154067039/
Slide 10 - http://www.flickr.com/photos/jaypeg/3426418396/

Slide 11 - http://www.flickr.com/photos/70251312@N00/8012904007/
Slide 12 - Eric Arlington, Cascade River, WA, 10/1/20007

Slide 14 - http://www.flickr.com/photos/dmealiffe/118429275/

Slide 15 - http://www.flickr.com/photos/carlsonarts/215694/

All images are Creative Commons-licensed content for commercial use, adaptation, or modification.
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