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GHOST IN THE MACHINE 
BIRDS,	
  FISH,	
  WILDEBEEST	
  AND	
  THE	
  MODERN	
  GRID	
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HYPEREMBEDDEDNESS 
BORROWING	
  OUR	
  WAY	
  TO	
  VULNERABILITY	
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HYPERCONNECTIVTY 
EVERYTHING	
  WILL	
  BE	
  CONNECTED	
  TO	
  EVERYTHING	
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HYPERTEMPORALITY 
TOMORROW’S	
  BLEEDING	
  EDGE	
  ADJACENT	
  TO	
  THE	
  RUSTING	
  LEGACY	
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HYPERTELECYBERKINETICSPATIALITY 
THE	
  LOGICAL	
  DISTANCE	
  BETWEEN	
  THE	
  “CLICKY”	
  AND	
  THE	
  “WHIRLY”	
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INTELLIGENT ADVERSARIES EXIST 
THEY	
  HAVE	
  THREE	
  THINGS	
  YOU	
  DON’T:	
  PEOPLE,	
  MONEY	
  AND	
  TIME	
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CONTESTED TERRITORY 
AIR	
  GAPS,	
  PREVENTION,	
  ATTRIBUTION,	
  UNICORNS	
  AND	
  OTHER	
  MYTHS	
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HACKERS ARE FASTER THAN LAWS 
YOU	
  CAN	
  PRESCRIBE	
  ACTION,	
  BUT	
  YOU	
  CAN’T	
  PRESCRIBE	
  ATTITUDE	
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INNOVATING TO DEPENDENCE 
TODAY’S	
  NEW	
  TECH	
  IS	
  TOMORROW’S	
  SECURITY	
  LIABILITY	
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KEEP IT SIMPLE… 
RELIABILITY	
  THROUGH	
  COMPLEXITY	
  IS	
  A	
  TRAP,	
  JUST	
  ASK	
  OCKHAM	
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SKILL MATTERS, BUT… 
EVEN	
  THE	
  BEST	
  EXPERTS	
  CAN	
  STILL	
  GET	
  IT	
  DANGEROUSLY	
  WRONG	
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ENGINEERING VS. SECURITY 
RESILIENCE	
  =	
  BALANCED	
  PREVENTION,	
  DETECTION	
  AND	
  RESPONSE	
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THE WAY FORWARD 
RESILIENT	
  DESIGN	
  FOR	
  THE	
  NEW	
  ECOSYSTEM	
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